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������������������������ f low-b as ed rou ting ( R e: F Y I : � � 	 
� � 	 
� � 	 
� � 	 
 ( ? ) � � 
� � 
� � 
� � 
 � �� �� �� � )  ����� � � �� � � �� � � �� � � �

� � �� � �� � �� � � ����

http://www.janog.gr.jp/meeting/interop2004/

����������������
 �� � �� � 
 � �
 �� � �� � 
 � �
 �� � �� � 
 � �
 �� � �� � 
 � � ����

����� �  ! � � 
� �  ! � � 
� �  ! � � 
� �  ! � � 
 ��������" � 
 # $ � % &" � 
 # $ � % &" � 
 # $ � % &" � 
 # $ � % & �� � ' ( ��� � ' ( ��� � ' ( ��� � ' ( � ( * ) ��������) * + , -) * + , -) * + , -) * + , - � � �� � �� � �� � � ....

/ �/ �/ �/ �0000��������	 1 � 2 �	 � �	 1 � 2 �	 � �	 1 � 2 �	 � �	 1 � 2 �	 � �33334 � �4 � �4 � �4 � � ....

(*) ����� � � �� � � �� � � �� � � � ����� � 	 
 � �� � 	 
 � �� � 	 
 � �� � 	 
 � � 



����� �� �� �� � � � � � � � � 	� � � � � � � 	� � � � � � � 	� � � � � � � 	 ����� � � �� � � �� � � �� � � � ����� �� �� �� � � �  � �  � �  � �  S t u p i d  N e t w o r k !!!! © " #" #" #" #



I nt r o du c t i o n (1)  – 2/ 2
����������������2����…����
� �� �� �� � 				 I S P 				



��������



����

– ��������	
� �
• I n b o u n d F i l t e r i n g
• S o u r c e  V a l i d a t i o n

– 
 ��
� � �� � � � �
– O P 2 5 B� �
– U R L  f i l t e r i n g
– �� �� � � � �
 (W i n n y ,  e t c . ) �
 ��
� � � �
– …
– $ % & '$ % & '$ % & '$ % & ' ((((
– h t t p : / / w w w . p l a l a . o r . j p / a c c e s s / l i v i n g / r e l e a s e s / n r 0 6 _ m a r / 0 0 6 0 3 1 6 _ 2 . h t m l
– h t t p : / / i t p r o . n i k k e i b p . c o . j p / a r t i c l e / O P I N I O N / 2 0 0 6 0 4 2 4 / 2 3 6 0 9 5 /
– h t t p : / / i t p r o . n i k k e i b p . c o . j p / a r t i c l e / N E W S / 2 0 0 6 0 3 1 7 / 2 3 2 7 5 4 /
– h t t p : / / i n t e r n e t . w a t c h . i m p r e s s . c o . j p / c d a / n e w s / 2 0 0 6 / 0 4 / 2 8 / 1 1 8 4 0 . h t m l
– h t t p : / / i t p r o . n i k k e i b p . c o . j p / a r t i c l e / O P I N I O N / 2 0 0 6 0 4 2 4 / 2 3 6 0 9 5 /
– … …
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20 0 6 ����1����7����				 T r a f f i c ����

h t t p : / / w w w . m f e e d . c o . j p / 2 0 0 6 0 1 0 7 . p n g
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I nt r o du c t i o n (2)  -2/ 4
“ t h a n k s  f o r  t h e  i n t e r e s t i n g  i n f o r m a t i o n .  h o w e v e r ,  w e  d i d  n o t  s e e  

a n y  t r a f f i c  d r o p  i n  t h e  b a c k b o n e  i n  C h i n a . ”
– X i n g  L i ,  C e r n e t C h i n a

“W e  d o  o n l y  p a s s i v e  m e a s u r e m e n t s  a t  t h e  N C C .  F r o m  t h e  a c t i v e  
m e a s u r e m e n t s  I  r e g u l a r l y  c h e c k  t h e r e  i s  n o  e v i d e n c e  o f  s i g n i f i c a n t  c h a n g e s  a r o u n d  t h e s e  d a t e s .  I  s u g g e s t  t o  c h e c k  w i t h  
C A I D A  b u t  I  d o  n o t  e x p e c t  c o n c l u s i v e  r e s u l t s  r e a l l y . ”

– D a n i e l  K e r r e n b e r g ,  R I P E



I nt r o du c t i o n (2)  -3 / 4
“w e  d i d  n o t  s e e  t h i s  t r a f f i c  d i p  i n  S w e d e n .  O T O H  o n e  o f  t h e  l a r g e s t  F T T H  p r o v i d e r s  i n  S w e d e n  u p g r a d e d  t h e i r  1 0 M b p s  c u s t o m e r s  t o  1 0 0 M b p s  d u r i n g  t h e  c h r i s t m a s -N e w  Y e a r  t i m e -p e r i o d  s o  w e  h a d  a n  e n o r m o u s  i n c r e a s e  i n  t r a f f i c  f o l l o w i n g  t h o s e d a y s  a n d  i n c l u d i n g  J a n  7 t h .

P 2 P  t r a f f i c  i s  a c c o r d i n g  t o  i n -o f f i c i a l  m e a s u r e m e n t s  5 0 -8 0 %  o f  t r a f f i c  i n  S w e d e n  ( y o u  g e t  a n y o n e  t o  c o n f i r m  d u e  t o  t h e  l e g a l  n a t u r e  a n d  p r e s s u r e  f r o m  t h e  r i g h t s  h o l d e r s ) .  I f  t h i s  w o u l d  h a v e  b e e n  t h e  c a s e  I  w o u l d  a s s u m e  t h a t  w e  w o u l d  h a v e  s e e n  i t .  I f  y o u  w a n t  t o ,  I  c a n  c h e c k  w i t h  A M S -I X  a n d  L i n x a n d  s e e  w h a t  d a t a  t h e y  h a v e  f o r  t h a t  t i m e - p e r i o d .  I  c o u l d  a l s o  g o  a n d  l o o k  a t  s o m e  o f  t h e  n e t w o r k -i n t e r n a l  t r a f f i c  s t a t s  o f  t h e  S w e d i s h  I S P s .

I  d o  a g r e e  i t  s o u n d s  i n t r i g u i n g .  A t  t h e  s a m e  t i m e ,  a  2 0 %  d r o p  i n t r a f f i c  w o r l d -w i d e  ( w h i c h  i s  w h a t  I  w o u l d  e x p e c t  a  W i n d o w s  u p d a t e  t o  b e )  s h o u l d  h a v e  b e e n  n o t i c a b l e o n  N A N O G  b y  i t s e l f .  T h a t  s a i d ,  t h e r e  i s  p r e c e d e n t .  W h e n  F i n n i s h  p o l i c e  t o o k  d o w n  t h e  b i g g e s t  t o r r e n t  s e r v e r ,  t r a f f i c  a c r o s s  t h e  F I C I X  ( t h e  F i n i s h  I n t e r n e t  e x c h a n g e )  d r o p p e d  w i t h  2 0 -2 5 % .  I t  d i d  r e c o v e r  e v e n t u a l l y  t h o u g h . ”

– K u r t i s E r i k  L i n d q v i s t ,  S w e d e n
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“ W e l l  h e r e ‘s  s o m e  r a w  d a t a  f r o m  A u s t r a l i a  - w h e r e  t h e  r e l e v a n t  t i m e  i s  
0 5 0 0 .  I  c o u l d  s e e  a  2 %  d r o p  a t  a r o u n d  5 0 0  i f  p r e s s e d ,  b u t f r a n k l y  i t s  n o t  
v e r y  o b v i o u s  a n d  i t s  n o w h e r e  n e a r  2 0 % . ”

--- G e o f f  H o u s t o n ,  A P N I C ,  A u s t r a l i a
…? ! !



Traffic M an ag e m e n t��� � � �
• � �

– Q ue ue  
– N e t f l o w ,  F l e x i b l e  n e t f l o w
– A C L  m a t c h i n g
– F l e x i b l e P a c k e t  M a t c h i n g
– D P I  ( D e e p  P a c k e t  I n s p e c t i o n )



Traffic M an ag e m e n t��� � � �
• � �

– R e p o r t
– M a r k  d o w n
– R a t e L i m i t i n g
– R e d i r e c t
– D r o p

� � � � 	 
 �,  A g g r e g a t i o n
�

D y n a m i c  E n f o r c e m e n t



L o gi c al  F l o w  – D P I��

john123:
Total Daily
P 2 P :  4 4 M B
W E B :  1 2 M B

(1) Classify
Packet to

flow

(2) Classify flow
to application by
layer3-7 patterns

and messages

f 1 :
f 2 :

f N :
...

p e e r - to- p e e r
w e b - b r ow s in g

p e e r - to- p e e r
(3) Map

application-
flow to

subscirber

j oh n 1 2 3

m ar y6 1 2

( 4) Maintain
Subscriber

State & Quota

(5) Select
Enforcement

Policy

(6) Perform
Bandwidth
Shaping &
Control

m a r y 6 12:
Total Daily
P 2 P :  1 4 M B
W E B :  3 3 M B

john123:
" u n lim ite d

p 2 p "

m a r y 6 12:
" lim it p 2 p  to
6 4 k b p s "

R e c ie v e d  P ac k e ts

Tr an s m itte d  P ac k e ts

(1) Packets 
cl assi f i ed  i n to   
b i -d i r ecti o n al  
f l o w s

(2 ) F l o w s cl assi f i ed  b y  ap p l i cati o n  /  
co n ten t:
-T C P  s t a t e  m a c h i n e ,
- S i g n a t u r e  d e t e c t i o n ,
- A p p l i c a t i o n  t r a c k i n g  /  c l a s s i f i c a t i o n

(3 ) F l o w  m ap p ed  to  
su b scr i b er -co n tex t 

(4 ) S u b scr i b er  
state:
- P o l i c y  P a c k a g e
- U s a g e / Q u o t a

(5 ) R u l e/ acti o n  
sel ected :
-B l o c k ,  r e d i r e c t ,  B W  c o n t r o l ,  
q u e u e ,  m a r k ,  r e p o r t

(6 ) Packet l ev el  
en f o r cem en t  



T ec h ni c al C h al l enge
– C ap acit y  

• D P I r a t e  :  
 � 1 G  x  n �� � � � � � r o a d m a p �1 0 G � �

– E n cap s u l at io n
• I P v 6
• T un n e l ( M P L S ,  P P P ,  L 2 T P ,  I P s e c …)

– P o w e r ! ! !



Moore’s  l a w
x 2 / 18 m

D R A M a c c es s  ra t e x 1. 1/ 18 m

S i l i c on  s p eed
x 1. 5 / 18 m

R ou t er C a p a c i t y
x 2 . 9 / 18 m
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The demand for increased system 
scal e and fu nctional ity is rel entl ess. . .  The demand for increased system 
scal e and fu nctional ity is rel entl ess. . .  

Internet 
tra f f i c  

“2 x / y ea r”
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G r o w t h  G r o w t h G r o w t h … …



“… w e  s e e  a  v e r y  s i g n i f i c a n t  s h i f t  i n  w h a t  a r c h i t e c t u r e s  w i l l  l o o k l i k e  i n  t h e  f u t u r e  . . .
f u n d a m e n t a l l y  t h e  w a y  w e ' v e  b e g u n  t o  l o o k  a t  d o i n g  t h a t  i s  t o  m o v e  f r o m  i n s t r u c t i o n  l e v e l  
c o n c u r r e n c y  t o  … m u l t i p l e  c o r e s  p e r  d i e .  B u t  w e ' r e  g o i n g  t o  c o n t i n u e  t o  g o  b e y o n d  t h e r e .  
A n d  t h a t  j u s t  w o n ' t  b e  i n  o u r  s e r v e r  l i n e s  i n  t h e  f u t u r e ;  t h i s  w i l l p e r m e a t e  e v e r y  
a r c h i t e c t u r e  t h a t  w e  b u i l d .  All w i l l  h a v e  m a s s i v e ly m u l t i c o r e  i m p l e m e n t a t i o n s . ”
Intel Developer Forum, Spring 2004
P a t G els inger
C h ief  T ec h nology  O f f ic er, Senior V ic e P res id ent
Intel C orpora tion
Feb rua ry , 1 9 , 2004
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P e n t i u m ® p r o c e s s o r s
H o t  P l a t e

N u c l e a r  R e a c t o r

R o c k e t  N o z z l e

S u n ’s  S u r f a c e

Intel Developer Forum, Spring 2004 - P a t G els inger
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Today's Architecture: Memory access speed not 
k eeping  up w ith C P U  cl ock  speeds

M od ern M ic roproc es s ors  - J a s on P a tters on

Sp
ee

d (
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CPU Clock Speed
D R A M  A cces s  Speed

Today’s Architecture: H eat b ecoming  an 
unmanag eab l e prob l em!

I n t e l  C a n c e l s  T o p -S p e e d  P e n t i u m  4  C h i p
T h u O c t 1 4, 6 : 5 0 P M  E T    T ec h nology  - R euters  
B y  Da niel Sorid  

Intel …c a nc eled  pla ns  to introd uc e its  h igh es t-s peed  d es k top 
c omputer c h ip, end ing f or now  a  25 -y ea r run th a t h a s  s een th e 
s peed s  of  Intel' s  mic roproc es s ors  inc rea s e b y  more th a n 7 5 0 times .

Memory Wall
~ 9 0  c y cles  of  t h e CPU clock

t o a cces s  m a i n  m em or y !

What do we do? The Intel p er s p ec ti v e…



N et N eu t r al i t y  ?

http://www.thenation.com/doc/20060213/chester
http://www.inf oworl d.com/articl e/06/01/18 /7 4 29 7 _ H N netneu tral ity _ 1.html
http://g oog l eb l og .b l og spot.com/2005 /11/v int-cerf -speak s-ou t-on-net-neu tral ity .html
http://www.itsou rnet.org /
http://www.dontreg u l ate.org /

����������������� �� �� �� � (V e r i z i o n ,  A T & T /S B C ��������	 
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 � ���� C a b l e 
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 � �
 � �
 � �)��������
� ��� � �� ��� � �� ��� � �� ��� � � ��������� �� �� �� �� �� �� �� � � � �� � �� � �� � � � �� �� �� � �����  �  �  �  ! "! "! "! " :
- # $ % & '# $ % & '# $ % & '# $ % & ' ( ) * +( ) * +( ) * +( ) * + (V o i c e ,  V i d e o )����, -, -, -, -
- M a n a g e d  S e r v i c e .... U n m a n a g e d S e r v i c e ����/ 0 1/ 0 1/ 0 1/ 0 1 ����2 32 32 32 3

4 � .4 � .4 � .4 � .����
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� � � �� � �� � �� � � ����� �� �� �� � ����� �� �� �� � ����� �� �� �� � � �� �� �� � ����
������ �� �� �� � �  ! " � # $ %�  ! " � # $ %�  ! " � # $ %�  ! " � # $ % ����& '& '& '& ' � �� �� �� � ����



N et N eu t r al i t y  ?
� % ( )� % ( )� % ( )� % ( ) * +* +* +* + ����� ,� ,� ,� , ----

- ����������������5 65 65 65 6 �7 8 ��7 8 ��7 8 ��7 8 �9 : ; <9 : ; <9 : ; <9 : ; < ����= >= >= >= > � � ? @� � ? @� � ? @� � ? @ AAAA

- B C D � +B C D � +B C D � +B C D � + E F � �E F � �E F � �E F � � �G�G�G�G > H> H> H> H (I J > KI J > KI J > KI J > K )����LLLL�������� M NM NM NM N AAAA
- “R a d i c a l  N e t  N e u t r a l i t y  p r o p o s a l s  w o u l d  c h i l l  t h e  i n v e s t m e n t  

c l i m a t e  f o r  b r o a d b a n d  n e t w o r k s ,  d e t e r  a n d  d e l a y  b r o a d b a n d  r o l l o u t  
a n d  l o c k  i n  t o d a y ’s  I n t e r n e t  a r c h i t e c t u r e  a n d  l e v e l s  o f  p e r f o r m a n c e ” -
--T o m  T a u k e ,  E x e c u t i v e  V P ,  V e r i z o n  C o m m u n i c a t i o n s

http://www.washing tonpost.com/wp-dy n/content/articl e/2006/02/06/A R 2006020601624 .html
http://itpro.nik k eib p.co.j p/articl e/N E W S /20060222/23039 1/
http://ipcommu nications.tmcnet.com/news/2006/06/06/167 7 65 .htm
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- Google
- Y a h oo,  eB a y
- S k y p e
- Gy a o
- W eb 2 . 0

http://www.oreil l y net.com/pu b /a/oreil l y /tim/news/2005 /09 /30/what-is-web -20.html ? pag e= 1# mememap
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Isenberg:
h t t p ://n e t p a r a d o x . c o m /
T h e  b e s t  n e t w o r k  i s  w o r s t  p r o f i t a b l e . .

H o u st o n:
h t t p ://w w w . p o t a r o o . n e t /i s p c o l /2 0 0 6 -0 2 /c o n v e r g e d . h t m l
T h e C o n v e r g e d  U t o p i a  o f  t h e  o l d  w o r l d  c a r r i e r  i n d u s t r y  r e m a i n s  o n l y a s  a  

p i e c e  o f  d u l l ,  u n i m a g i n a t i v e ,  m o n o l i t h i c  m y t h o l o g y  w i t h i n  t h i s  i n d u s t r y .
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 � � � �� �
– � � � � �� � �
– � � �� � �� � (? ! )
– F l ex i b i l i t y � G en er a l i t y � O p en n es s
– R o b u s t n es s

• �� � I n t e r n e t ? !
– N G N
– G E N I
– I P v 6  ! � r ev o l u t i o n

• C o n f l i c t ?  C o e x i s t e n c e ?  C o n v e r g e n c e ?



Other
N etw o rk s

Service Control
F u nctions

Transport stratum

S e rv i c e  stratum

Control
M e d i a

Ma
na
ge
me

nt 
Fu
nc
tio
ns

M a na g e m e nt

S e rv i c e  U s e r
P rof i le s

S e rv i c e  U s e r
P rof i le s

Tra ns p ort U s e r 
P rof i le s

Application/Service Functions

3rd P a rty  A p p lica tions
AN I

E n d-U s e r
F u n c t i o n s

Tra ns p ort Control F u nc ti ons

R e s ou rc e  a nd  
A d m i s s i on

Control F u nc ti ons  
R e s ou rc e  a nd  
A d m i s s i on

Control F u nc ti ons  
N e tw ork  

A tta c h m e nt
Control F u nc ti ons  

N e tw ork  
A tta c h m e nt

Control F u nc ti ons  

T ra ns p ort F u nctions
NNIU NI

Note: UNI/NNI/ANI are not meant to represent any specific interfaces.

ITU-T N G N  A r c h i t e c t u r e  O v e r v i e w



GENI
( G l o b a l  E n v i r o n m e n t  f o r  N e t w o r k i n g  I n n o v a t i o n s )

h t t p ://w w w . n s f . g o v /c i s e /g e n i /



R ev o l u t i o n b y  I P v 6  ? !
• M a y b e  I P v 6  i s  t h e  c a t a l y s t  t o w a r d s  s h i f t i n g  
t h e  I n t e r n e t  i n f r a s t r u c t u r e  i n d u s t r y  a  f u r t h e r  g i a n t  
l e a p  i n t o  a  f u t u r e  o f  c o m m o d i t y  u t i l i t y  p l u m b i n g !

- - by  G eo f f  H o u st o n
h t t p : / / w w w . p o t a r o o . n et /
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